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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.2

AHHOTAaUMA

[laHHoe PyKoBOACTBO afAMuHUCTPaTOPa (fanee — PyKOBOACTBO) NpeAHas3HauyeHo A/1A NepcoHana,
OCYLLLECTB/IAIOLLErO 3KCM/yaTaumio nporpaMmmHoro obecnedeHuns EguHbiii Kavert JaCarta.

B HacTosAwem PykoBoacTBe NpueeaeHbl 06Lme CBeAeHUs, PesKMMbl PaboTbl, 0630p NMo/b30BaTENIbCKOro
nHTepdeiica, cBeaeHMA N0 U3IMEHEHUNIO HAacTpoek, cmeHe PIN-Koaa, onepaumax ¢ 06bekTamu B NamaATH
3/1EKTPOHHbIX KNtouel n pasbnokunposke PIN-koga nonb3osaTens.

PyKoBOACTBO paccymTaHO Ha NoJsib3oBaTenei, 061a4atoWmx HauyanbHbIMK HaBblKamu PaboTbl Ha
KOMMbIOTEPE, 3HAKOMbIX C paboToit B onepaunoHHoi cucteme Windows 1 MHTepHer.

JlaHHbIN JOKYMEHT, BKAOYaA NoA60p U pacnonoKeHne UANKCTPaLLMA U MaTepuanos B HEM, ABNAETCA 06BEKTOM aBTOPCKMX NPaB M OXPaHAETCA B COOTBETCTBUM
C 3aKoHOAaTeNbCTBOM Poccuiickoit depepaumun. Obnagatenem UCKIOUUTENIbHBIX aBTOPCKUX M MMYLLLECTBEHHbIX NpaB asasetca 3A0 "Anagaud P.A.".
Micnonb3oBaHue 3TUX MaTepuanos Ntobbim cnocobom 6e3 nMcbMeHHOro paspelleHns NpaBoo6iaAaTens 3anpeLeHo U MOXKeT NOB/IeYb OTBETCTBEHHOCTb,
npeaycMOTPEHHYH 3aKOHOAaTeNbCTBOM PO,

NHbopmauma, npuBesEHHan B JaHHOM JOKYMeHTe, MpefHa3HauyeHa UCKIIOUYUTENbHO AJ1f 03HAKOMIEHUA U He ABAAETCA ucyepnbiBatoLieid. CocTaB NpoAyKToB,
KOMMOHEHT, UX QYHKLMK, XapaKTEPUCTUKU, BEPCUU, AOCTYMHOCTb U NP. MOTYT 6bITb M3MEHEHbI KoMmNaHuel "AnanauH P.A." 6e3 npeaBapuTensHoro
yBeAoMaeHuA. Bce yKasaHHble AaHHbIe O XapaKTePUCTUKaX NMPOAYKTOB OCHOBAHbI HA MEXAYHAPOAHbIX UM POCCUIACKUX CTaH4apTax U pesynbTatax
TeCTUPOBaHMA, NOJTY4E€HHbIX B HE3AaBUCUMBbIX TECTOBbIX NN CepTl/Id)l/IKaLI,I/IOHHbIX na6opaTopMﬂx, nmnbo Ha NMPUHATbLIX B KOMNAaHUN MeTOAUKaX. B AaHHOM
LOKyMeHTe KomnaHua "AnagauH P.[." He npefoCTaBifeT HUKAKMX HU ABHBIX, HU NOAPa3yMeBaeMblX rapaHTui.

Bnagenbuem ToBapHbix 3Hakos AnaaauH, Aladdin, JaCarta, norotunos v npasoo6iagaTenem UCKNIOUNUTENbHBIX NPAB Ha UX AW3aiiH U UCNONb30BaHME,
NaTeHTOB Ha COOTBETCTBYtoLME NPoAyKTbl aasetca 3A0 "Anagaud P.A4.".

Bnagensbuem ToBapHbIX 3HakoB Apple, iPad, iPhone, Mac OS, OS X asnsetca kopnopauusa Apple Inc. Bragenbuem ToBapHoro 3Haka |0S aBasetca KomnaHus
Cisco (Cisco Systems, Inc). Bragenbliem ToBapHoro 3Haka Windows Vista u gp. — kopnopauusa Microsoft (Microsoft Corporation). HazsaHus npoumnx
TEXHONOMMI, NPOAYKTOB, KOMMNAHUI, yNTOMUHAOLLMXCA B JAHHOM JOKYMEHTE, MOTYT ABAATLCA TOBAPHbIMM 3HaKaMM CBOWX 3aKOHHbIX BAAAE/bLEB.

CBefieHus, NpuBeAEHHbIE B AHHOM JOKYMEHTE, aKTyabHbl Ha AaTy ero nybankaumm.

Mpu NepeneyaTke U UCMOL30BAHUN AAHHbIX MaTepuanos Mbo Ntoboi ux YacTu cebinku Ha 3A0 "AnapavH P.[." obasaTtenbHbl.

© 1995-2015, 3A0 "AnagauH P.A." Bce npasa 3awmieHbl.
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.2

1. Obwme cBegeHUA

EaunHbivi KnneHT JaCarta npeacTtasnaeT coboli nporpammHoe obecneyveHne, obecneymsatowee paboty c
371eKTPOHHbIMM Katodamu JaCarta/eToken B onepauMoHHbIX cuctemax cemelictea Windows.

1.1. TepMuHbI N onpegeneHunn

TepMUWHbI, UICNOJ/Ib3YeMble B HacToALeM PykoBoacTBe npuBeaeHsbl B Tabavue 1.

Tabnuua 1

TepmuH OnpepaeneHue
Monb3oBatens KoHeuHbI nosib3oBaTeNb 3/1EKTPOHHOTO K/oYa
PIN-koa nonb3oBatens PIN-KoA, NpesfocTaBAAOWMA JOCTYN K ONepaLyMsam Ha YpoBHe A0CTyna nonb3oBaTtens
AZLMUHUCTPATOP COTpYyAHVK, OTBEYAIOLLMIA 38 NOATOTOBKY K PaboTe U TEXHUYECKOe 06C/yKMBAHWE 3NEKTPOHHOIO KAtoYa

PIN-ko4 agMmnHUcTpaTopa PIN-KoA, NpesfocTaBAAOWMIA JOCTYN K ONEPaLMAM Ha YPOBHE A0CTyNa aAMUHMCTPaTOpa

MHuumanmsauma YcTaHOBKa OCHOBHbIX napameTpos paGOTbI 3/1EKTPOHHOr0 KNK4Ya (I'IpOBO,CI,MTCﬂ a,CI,MVIHVICTpaTOpOM)

I'IporpaMMHoe 06ECI'IE"IEHVI8, YCTaHOB/IEHHOE B NaMATb 3/IEKTPOHHOTO K/1Ko4a. CyLI.I,ECTByIOT cheaywouwme

NPUNOXKEHUA:
e PKI;
e  PKI/BIO;
e [OCT;
MNpunoxeHue
e STORAGE;
e  OKH.

PIN-KoA nonb3oBaTtens A4eWCTBYET B pamMKax NPUNosKeHusA. Takum 06pa3om, eCiu Ha 3/1EKTPOHHOM Kitode
YCTaHOBAEHbI ABa NPUNONKEHUA, AN1A KaKAOro U3 HUX MOTYT NpUCYTCTBOBATL cBoM PIN-Koa nonb3osatens u PIN-
Kog, alMUHUCTpaTopa.

Tabnuya 1

1.2. Pexunmbl paboTbl EguHOro KnneHTta JaCarta

EaunHbIv KnneHT JaCarta moxkeT paboTaTb B ABYX PEKMMAX:

1. PexuMm nosib30BaTesid — NO3BO/AET NPOCMATPMBATL KPATKME CBEAEHUA O NMOACOEANHEHHbIX
3/1eKTPOHHbIX K/OYaxX M NPeaoCcTaBAseT 4OCTyN K 6a30BbIM ONepaLmam C 3NEKTPOHHbIMU KAtoYamMy.

2. PeXxvm agmMUHMUCTpaTOpa — NO3BOAET NPOCMATPMBATL NOJIHbIE CBEAEHMA O NOACOEANHEHHDbIX
3/1eKTPOHHbIX K/OYaxX M NPeAoCTaBAfET 4OCTYN KO BCEM ONepaLmam C INEKTPOHHBIMU KAOYaMMK.

HaCTOﬂLLI,Mﬁ AOKYMEHT B OCHOBHOM nocBALWEH pa60Te EanHoro knneHTa JaCarta B pexxmme nonb3osaTtens.

1.3. PIN-Kog nonb3oBaTtenA No YMOMAYaHUIO

@ YCTaHOB/IEHHbIE B NaMATb 3/1IEKTPOHHbBIX K/OUEn NPUIoKeHNa nmetoT pasHble PIN-Koabl nonb3osatens no
ymondaHuto. CeeaeHna o PIN-Kogax no yMoa4aHuIo B 3aBUCMMOCTM OT MCMO/1b3YEMOTO MPUIOKEHUSA
npuseaeHbl B Tabaunue 2.

ii:" B 3aBncumocTu OT npasun 6e3onacHoCTM B Ballemn opraHu3sauunm PIN-Koa nosb3osaTena No yMoa4aHUIo
MOXKeT ObITb U3SMEHEH nepena nepe,u,aqeﬁ BaM 3/1EKTPOHHOrO KAto4a. B Takom cnyyae 3HayeHue PIN-kKoaa

© 2015, "AnapauH P.A." Crp. 4



EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.2
nonb3osartena 4ONKHO 6bITb COOGLI.I,EHO Bam JONO/NTHUTENbHO. B cnydae 3any,EI,HeHMV1 O6paTMTECb K
BallemMy aAMWHNCTPATOPY.

Mopaenu 3NeKTPOHHbIX KAloueit:
eToken PRO
eToken PRO (Java)
eToken NG-FLASH
eToken NG-FLASH
(Java)
JaCarta
- JaCarta PKI
Mapamerpbi eToken NG-OTP rOCT/Flash JaCarta
- JaCarta PKI/Flash JaCarta LT
eTok((ejn NC)i el / JaCarta rOCT CryptoPro
ava JaCarta PKI/BIO
/ eToken NOCT
JaCarta PKl c
dyHKUMen
obpaTHoM
COBMECTUMOCTU C
npoAayKTamm
Komnauum Aladdin.
MpunoxkeHne PKI PKI v PKI/BIO roct STORAGE SKH
PIN-koa nonb3osatens no 1234567890 11111111 He ycTaHosneH 1234567890  Hert
ymonyaHuio
MoBepeHue Katoya npu Pa36noKkMpoBKa cOpacbiBaeT CHETUMK
pasbnokuposke PIN-koga Bo Bpems pa3bnoKMPOBKM aAMUHUCTPATOP 334aET | HeBepHbIX NONbITOK gocTyna — PIN-koa Her
nonbsosatens’ HoBbIV PIN-Kog, nonb3osatens nonb3oBaTena Npu 3TOmM ocTaérca
HEeU3MEHHbIM
MosHo pasbnokuposatb PIN-koa
nosb3oBaTens B yaaséHHOM Oa [a Het Het Het
pexume
AZMMHUCTPATOP MOXET CMEHUTb
ycTaHoBneHHbIn PIN-kog, fla fa Her Her Her
nosib3osatens 6es
NHULMann3auum
Tabnauya 2

E, Mpu nonyyYeHUM 3NEKTPOHHOIO K/OYa HAaCTOATENbHO pekomeHayeTca cmeHuTb PIN-Kog nonb3oBaTens
- (cm. pasgen 4. CmeHa PIN-koga nonb3osaTens).

1
B caiyyae ¢ anekmpoHHbIMU Katodamu JaCarta PKI/BIO npu pazbaokuposke 6uomempuyecko2o docmyna rons3osamesib 8HO8b

nosy4aem 803MOX}HOCMb aymEHmudJuuupoeambCH 10 paHee COXPAHEHHOMY omne4yamky nanbya.

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.2

2. 0630p NoNb30BaATENbCKOro NHTEpPENCa

2.1. MeHIo 6bICTPOro 3anycKa

MeHto 6bicTporo 3anycka EguHoro knneHTa JaCarta oTobpaskaerca Ha NaHenu 3a4ad B 061acTu
yBELOMNEHWI B BUAE 3HauKa 4.

YT706bl OTKPbITb MEHIO, HAXKMWUTE Ha 3HAUYKE MPaBOIt KHOMKOW MbILLK — MeHI0 ByeT MUMETb cneayowwmii Bua,
(cm. puc. 1).

MeHto HbICTpOro 3anycka
& EauHbIi knwelT JaCarta...

HacTpoliku. . .

0 EavroM knkernTe JaCarta...

BraTi
PucyHok 1
OnucaHue NYHKTOB MeHI0 BbiCTporo 3anycka npueegeHo B Tabauvue 3.
MyHKT meHIo OnucaHue
EAUHbINA KnueHT JaCarta... OTKpbIBaeT OKHO OCHOBHOTrO MHTEpdeica EaguHoro knneHTa JaCarta (nogpobHee cm. nogpasgen 2.2.
OcHOBHOI MHTepdEiiC).
HacTtpoitku... OTKpbIBaeT OKHO, NO3BOAAIOLEE PefaKTMPOBaTb 0bLmMe HAacTPoKKN EanHoro knmeHTa JaCarta (nogpobHee
cM. pa3gen 3. Hactpolika pabotbl EaMHoro knnenTa JaCarta).
O EanHom knueHTe JaCarta... OTo6paskaer cBeaeHUn 06 yctaHoBeHHOM ak3emnaspe EguHoro kanerTa JaCarta.
Boiitn CKpbIBaeT 3Ha40oK & 13 061acT1 yBeOMIEHUI Ha NaHen 334a4 M OCyLLecTBAAET BbIxoa, U3 EanHoro
KnueHTa JaCarta.
Tabnuya 3

2.2. OCHOBHOM UHTepdenc

Y106bI OTKPbITb OCHOBHOE OKHO M0/b30BaTENbCKOrO UHTepdeiica EanHoro knneHTa JaCarta BbinosHUTE
OZHO U3 crieayowmnx A4enNcTBUi:

e HammuTe Ha 3Hauke & NpPaBoOM KHOMKOM MbILIN M B KOHTEKCTHOM MeHI0 BbibepuTe EQUHDBIN KNneHT
JaCarta.

nnn

e B meHto MNyck BbibepuTe Bce nporpammbl > AnagaguH P. [i. > EauHbIA KaneHT JaCarta.

OKHoO ByaeT BbIrA4eTb Cieayolwmm obpasom (cm. puc. 2).

© 2015, "AnapauH P.A." Ctp. 6



EAuHbIN KNneHT JaCarta PykoBoacTBO Nonb3osaTens 1.2

OcHOBHOE OKHO N0Nb30BaTE/bCKOIO MHTepd)eﬁca

& Egunbii knuent JaCarta — O X
EAQnHbIM KNneHT JaCarta Man1 )™
JaCarta
JaCarta
Haz3eaHwue JaCarta PKI

Mpunoxenna  PK| CmeHuTb PIN-KOA

BezonacHeil docmyn K pecypcam

Homep mogenu JC200
Hazoeume 3mom HoMep npu 0BpaLeHUL & MEXHUYECKYH0 nOODepXKY.

OF Hacrpoitku

MepeknoYnTbhCa B pEXUM
dAMWUHWNCTPUPOBaHNA

PucyHok 2

B BepxHeit 4acT1 1eBOI NaHeNn 0TOBPaXKaTCA NOACOEANHEHHBIE K KOMMbIOTEPY 3/1EKTPOHHbIE K/KOYU.
3HAYOK 3/1EKTPOHHOrO K/toYa 3aBUCMT OT TMMA 3TOrO 3/1eKTPOHHOTO K/oYa. BUAbl 3HAUKOB 3NEKTPOHHBbIX
K/oYei M onmncaHme CoOTBETCTBYHOLWMX MM TUMOB NPUBeAeHbI B Tabauue 4.

Tabnuua 4

U306pakeHue OnucaHue

l., MicroUSB TokeH

H TokeH JaCarta B Kopnyce nano

E .: TokeH JaCarta B kopnyce mini

HI TokeH JaCarta B kopnyce XL

- CmapT-KapTa

H- eToken PRO, eToken PRO (Java)

HIEE eToken NG Flash, eToken NG-FLASH (Java)
—

© 2015, "AnapauH P.A." Crp.7



EAuHbIN KNneHT JaCarta

PykoBogacTBO Nnonb3oBartens 1.2

N306paxkeHune

OnucaHue

==

eToken NG OTP, eToken NG-OTP (Java)

TN 3NEKTPOHHOTO K/Il0Ya He onpesaenéx

INEeKTPOHHbINV KAtou B opm-pakTope MicroSD

3ﬂeKTp0HHbIl7I K/lOY Haxo4auTcAa Ha CTagunun onpegeneHna

Tabauya 4

B HMXKHel YacTu NeBOI NaHeNn OCHOBHOIO OKHa EanHoro kaneHTa JaCarta pacnonoeHbl CCbIKM:

HacTpoiiku — oTobpaskaeT oKHO HacTpoeK EanHoro knneHTa JaCarta (cm. pasaen 3. Hactpolika paboTbl
EanHoro knvexTa JaCarta);

MepeKkNoUunTbCA B PEXUM aMUHUCTPUPOBAHUA/NONb30BaTeNA — NO3BOAET NEPEKNYNTL EANHDBIN
knueHT JaCarta B peXxmm aAMUHUCTPATOPA NN B PEXUM NONb30BaTENA COOTBETCTBEHHO.

B LI,EHTpaI'IbHOﬁ 4aCTh OKHa CBepxy 0TO6pa)Ka(ETC$| MeTKa 3/1EKTPOHHOTIO K/ito4a, Bbl6paHHOI’O B NeBOM

naHenu.

OnucaHune uHTepodelica EgnHoro knneHta JaCarta B pexknme nosb3oBatens npuseaeHo B Tabauue 5.

Tabnuuya 5

Mone OnucaHue
HasBaHue HasBaHue mofe/iM BbIBPaHHOIO 3/IEKTPOHHOTO KJlloYa.
annO)KeHMﬂ Cnucok npmnomeHMﬁ B MaMATH BblﬁpaHHOFO 3/IEKTPOHHOrO K/koYa. 3,Cl,ecb TaKXe pacnosioXeHa KHOMKa CMmeHUTb

il, KOTOPasn NO3BO/IAET MNO/Ib30BaTE/t0 CMEHUTb NaPOJ/ib NOb30BATENA BbIBPAHHOIO 3/1EKTPOHHOTO K/oYa
(onuncaHme npoueaypbl CMeHbI Napoas Nosib3oBaTens npuseaeHo B pasaene 4. Cmexa PIN-koga nonb3osarens).

Homep mogenu

HOMEp moaenun Bbl6paHHOI’0 3/IEKTPOHHOrO KAtoYa. B cnyvae BO3HUKHOBEHMA npo6nem npu UCNoNb30BaHNK
nonb3oBaTeNb A0/TXKEH C006LLI,MTb 3TOT HOMep B cny>+<6y TeXHUYecKomn noaaepxku.

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.2

3. HacTponKa paboTbl EQUHOM0 KNNEHTA
JaCarta

f‘ BbINO/IHANTE CAMOCTOATE/IbHYIO HAaCTPOMKY paboTbl EanHOro kKaneHTa JaCarta To/1bKO MO peKoMeHAaumnm
—*  agMuHMCTpaTOpa.

OKHO HacTpoiKku EgMHOro KnneHTa JaCarta MOXKHO BbI3BaTb ABYMSA Cnocobamu:

e HaxXmuTe NpaBoi KHONKOM MbILM Ha 3HAYKe # B obnactu yBe4OMAEHUN U BbIbEpUTE HacTpoiiku.
e B /1eBOM HUXKHEM yr/ly OCHOBHOIO OKHa EanHoro knveHTa JaCarta Haxkmute Hactpoiiku. Otobpasutca
cneaytolee okHo (cm. puc. 3)

HacTpoiku EanHoro KnveHTa JaCarta Ha BK1agKke OCHOBHble

& Hactpoiikun X
OCHOBHbIe AunarHoctuka SecurLogon Jlornpogasxue
OBHoBneHue He npoeepats oBHOBNEHNA \4

Konuposa‘rb CEpTIM'bMKBTbI B NOK3NTbHOE XpaHWanLie

OTtoBpakaTe 3Ha4OK NPUNOKEHNA B 0BNacTh yeeaomMneHunit

Coc ] omer

PucyHok 3

OkHo Hactpoikn EanHoro knmeHTa JaCarta coaepuT Tpu BKAaAKK:

e OcHOBHble

e JlnarHoCTUKa

e SecurLogon

e JlormposaHue

OnucaHue HacTpoek Ha BKNaaKe OCHOBHble NpuBeaeHOo B Tabanue 6, nocne MU3MeHeHUsa HacTpoek cnenyet
HakaTb OK, 4uTo6bl COXPaHUTb UBMEHEHMUS.

Tabnuua 6

Hactpoiika OnucaHue

CrMCOK COAEPIKUT TPU NYHKTa:
o He nposepsATb 06HOBNEHUSA - EAMHDbIV KnneHT JaCarta He ByaeT NnpoBepATb HanUuMe 06HOBNEHUN;
O6HosneHne o [lpoBepATb 06HOBNEHMsA - EguHBIN KAneHT JaCarta byaeT npoBepATb HannYne o6HOBNEHWI;

® ABTOMATUYECKM - npu BbIXoAe HOBbIX 06HOB/IEHWI OHU 6yp,yT 3arpy»eHbl U YCTAHOB/IEHbI Ha
KOMMbIOTEP aBTOMATUYECKN.

© 2015, "AnapauH P.A." Ctp.9




EAuHbIN KNneHT JaCarta
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Hactpoiika

OnucaHue

Konuposatb cepTudmKatbl B
NIOKanbHOE XpaHuauLLe

Ecnv $naxoK ycTaHOBNEH, cepTUdMKaTbl B NAaMATU NOACOEANHEHHDBIX 3NEKTPOHHbIX Ktouei yayT
KOMMPOBATLCA B IOKA/NbHOE XpaHWuLLe cepTUdUKATOB.

OTo6parkaTb 3HAUOK
npunoxeHus B obnactu

Onpepensert, byaet M 0TobPaXKaTbCA 3HAYOK & B 0bnacTv yBeLOMNEHUNA.

yBeaoMAeHun
Tabauuya 6
OnucaHue oKHa HacTpoiku Ha BKnagKe [inarHocTuKa (cm. puc. 4) npusegeHo B Tabauue 7, nocne
M3MEHEHUA HacTPOEK crenyeT HaxKaTb OK, 4ToObl COXpaHUTL U3MEHEHWA.
OkHo HacTtpolikun EgmHoro knneHTa JaCarta Ha BKnagKe narHoctmnka
& Hactpoiikun X
OCHOBHbIe AwnarHoctuka SecurLogon JlornpoeaHune
LlenocTtHocTb NpoayKTa: NpoigeHo yCnewHo
30eCk bl MOXEME BbINOJHUME NDOEEPKY
UeoCmHoCcmu. Haxmume KHONKY "Bein0iHUMe "™ u BbINOAHNTE
nodoxdume.
o J oners
PucyHok 4
HacTpoiika OnucaHue
BbINOHUTH BbInonHAeTCcA NpoBepKa LenoctHoctTn EauHoro kaveHTa JaCarta ¢ nocneayowmm otobpakeHmem pesynbTaTos NpoBepKy.
Tabauuya 7
OnucaHuMe oKHa HacTpoiiku Ha BKnagKe SecurLogon (cm. puc. 5) npuseaeHo B Tabauue 8, nocne
M3MEHEHWA HacTPoeK cnenyeT HaxaTb OK, 4ToObl COXpaHUTb U3MEHEHUA.
© 2015, "AnapauH P.A." Crp. 10




EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.2

OkHo HacTtpolikun EgmuHoro knneHTa JaCarta Ha BKnagKe SecurlLogon

& Hacrpoiikn X
OCHOEHbIE AunarHocTuka SecurLogon JlornpoeaHue

AaHHble nuuenzuu SecurLogon:
Crartyc: He ycTaHOBNEHa
3akaHumMBaeTca:

Opranuzauma:

YcraHoBWTh AnLeH3nio SecurLogon...
o [ onens

PucyHok 5

MNoapobHee npo paboTty c npoaykTom JaCarta Securlogon HanucaHo B goKymeHTe [JaCarta Securlogon
PykoBoAcTBO Nosb3oBatens].

Tabnuuya 8

HacTpoiika OnucaHue
YCTaHOBUTb INLLEH3UIO OTKpbIBaeT OKHO A5 BblBOpa M ycTaHOBKM daitna amueHsum MO JaCarta SecurLogon ¢ nocneayrowmm
SecurlLogon... oTobparkeHnem MHGOPMaALLMK O CTATyCe NNLEH3UN.

Tabnuua 8

OnucaHuMe oKHa HacTpoliku Ha BKnagKe JlorupoBaHue (CM. puc. 6) npuseaeHo B Tabauue 9.

BHumaHue! Ha BknaaKke JlorMpoBaHMe HaCTPOMKM TONbKO OTOBpakatoTcA. M3meHeHMe HacTpoek Ha 3Toi
BK/J1agKe HEeBO3MOKHO. MoapobHee 06 N3MEHEHUN HACTPOEK N0rMPOBaHNUA CM. [EAMHbIN KameHT JaCarta.
MHCTpYKLMA no cbopy anarHoctudeckoi ndopmavmu].
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.2

OkHo Hactpoliku EgmnHoro knmeHTa JaCarta Ha BKiagKe JlormpoBaHue

& Hacrpoiikn X

OCHOBHbIe AunarHoctuka SecurLogon NorupoeaHue

EanHbiii knuent JaCarta ]
YpoBeHb geTannzaumumn ’ CraHpapTHbIN v ‘
MyTe k paitny jcuclogit }

Eaunan Bubnuotexa PKCS #11 1
YpoeeHb geTanuzaynn | Paciunpentsi v
MyTe k paitny C: 0g.t

WHCTpyKuUmMa NO BKAKYEHUIO NOTMPOBAHNA

Coc | ome

PucyHok 6

Ccbiika MHCTPYKLUMA NO BKAKOYEHUIO IOTMPOBAHUA OTKPbIBAET CTaThio B 6a3e 3HaHwui (http://kbp.aladdin-
rd.ru), coaepskalyto NopsAAOK AencTBuii no cbopy AnarHoctTUYeckon nHdopmauuu.

Tabnuuya 9

Hactpoiika OnucaHue

OtobpaykaeT HacTPOMKKN normpoBaHus EguHoro kKnnenTa JaCarta.

Ecnu nornposaHue BbIKAOUYEHO, TO OTOBpaKatoTca cneayrowme HacTPOMKMN IOTMPOBAHUA:
” ® YeKBOKC BKNtoueHMs/BbIKIOYEHNUSA NOTMPOBaHUA.

EauHbIA KnneHT JaCarta / P

Ecnv normposaHue BKIOYEHO, TO OTOBpaKatoTcsA cneayrowme HacTPOMKMU TIOTMPOBAHUSA:

e YpoBeHb AeTann3aLmmn 10rMpoBaHna (Tonbko CTaHAapTHbIN).
® [yTb K painy c noramu.

OTobpaykaeT HacTpoMKKN normpoBaHus EguHoit 6ubnnotekn PKCS #11:

Ecnu norvpoBaHme BbiK/IIOYEHO, TO 0TO6PaXKaloTcs ceaytolme HacTPOMKU 10TMPOBaHUA:
® YeKbOKC BK/toUeHN:/BbIKNIOYEHWA OTMPOBAHUA.

EpanHana 6ubamnoreka PKCS #11 / P

Ecnu norvpoBaHue BKIOYEHO, TO 0TOBparKaloTcsA ceaytolme HaCTPOMKU 1I0TMPOBaHUA:

® YpoBeHb AeTanu3aumm noruposanusa (CTaHAAPTHBIN MAKU PacluMpeHHbIit).
o [yTb K dpainy c noramu.

Tabauya 9
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EAuHbIN KNneHT JaCarta PykoBoacTBO Nonb3osaTens 1.2

4. CmeHa PIN-Koaa nonb3oBaTena

Zg_\_ HacTtoATenbHO pekomeHAyeTca ocylecTBuTb cmeHy PIN-KoA nonb3oBaTtenda npu Nosyv4eHuUm 31eKTPOHHOro
KNtoYa Ha pyKM (3HauyeHuna PIN-Ko4oB Nosib30BaTe A No YMOIYaHUIO NpuBeaeHbl B noapasgene 1.3. PIN-
KOJA, M0Nb30BaTeNA MO YMOAYAHUIO).

/'\. Brumanmue!

Y1066 cMeHUTb PIN-KoA nonb3oBaTens Heobxoaumo 3HaTb Tekywmit PIN-kog nonb3osaTens. Nocne
BBEAEHMA HenpasuabHOro PIN-Koga nosb3oBaTena HECKObKO Pas NOAPAS, 3/IEKTPOHHbIN K/toY
6nokupyeTca. B cnyyae 6/10KMPOBKU 3/1EKTPOHHOIO K/to4a 0H6paTUTECh K BalleMy afMUHUCTPATOpY.

Y7066 cMeHNTb PIN-KOZ, N0/Ib30BaTe A, BbINOAHUTE Cleaylolme AeACTBUA:

1. TlNoacoeamHUTe 3N1EeKTPOHHLIN KAtoY, Ha KOTOPOM HEobX0AMMO YCTaHOBUTL/cMmeHMTb PIN-Kop,
No/sb30BaTeNA K KOMMbIOTEPY.

2. 3anyctute EguHbiii kaneHT JaCarta.

3. Ec/v K KOMMblOTEPY NOACOEAMHEHO HECKOJIbKO 3/IEKTPOHHBIX K/to4el, B 1eBOM naHenn EanHoro
KnneHTa JaCarta BbibepuTe HyXKHbI 3N1EKTPOHHBIN Katod. OTobpasuTca cieaytollee oKHO (CM. puc.6).

OKHo EgnHoro knneHTa JaCarta B peXxume nonb3osaTtena

& Egunbii knuent JaCarta - O X
EavHbIn KNneHT JaCarta AMA1 )™
JaCarta
JaCarta
HazeaHne JaCarta PKI

MpunoxeHna  PK| CmennTtb PIN-kO4

BesonacHeili docmyn Kk pecypcam

Homep mogenn JC200

Hasoeume smom Homep npu 06paweHuly 8 MexHUYecKyro noddepxky.

Hacrpoiikun

népEKJHOHHTbCﬂ B pexXum
dAMWUHWUCTPUPOBaHNA

PucyHok 7
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.2

4. B UeHTpanbHOM YacT OKHa HaNPOTWUB NPUNOKEHUSA, AN KOTOPOTO Bbl XOTUTE CMeHUTb PIN-Kog,
Nno/ib30BaTeNA, HAXKMUTE . OT06pasuTca cnegytouiee oKHo (cm. puc. 7).

OkHo cmeHbl PIN-Koga nonb3oBaTena

@ Cmena PIN-koaa nonbsosatens X

Texywnit PIN-koa nonssoeatens

Hoewiii PIN-koa nonezoBeatens

MoaTeepxkaeHne koaa

{'5 Hoebiii PIN-koa He 33aaH

BLINOAHWTS | 3aKphiTh
- )

PucyHok 8

5. B none Tekywuit PIN-koa seeaute Tekywmii PIN-kKog nosb3osatens.
6. B nonsx Hosbiit PIN-koa nonb3oBatens u MoareepkaeHue PIN-koaa BeegmTe HOBbIN PIN-Kog,
nosb3oBaTtena u NoATBEPXKAEHNEe COOTBETCTBEHHO.

g‘) Mpw 3agaHmm Hosoro PIN-Koga pekomeHAyeTcA ciegyolee:

e KCNonb3oBaTb BYKBbI NaTUHCKOro andasuTa (abc...z, ABC...Z), umdpsi (123...0) 1 cneucumsonsl (V! @4...);
e  MMUHUManNbHaa aaunHa PIN-koga — 6 cMmBOOB.

7. Haxmwute BbInOnHUTb.
8. Mpw ycnewHoi yctaHoBKke HoBoro PIN-Koaa nonb3oBaTens NOSBUTCA COOTBETCTBYOLLEE COOBLLEHNE
(cm. puc. 8).
CoobuieHune 06 ycnewHol cmeHe PIN-Koza nonb3oBaTens
q.o YcnewHro X

@ PIN-koa nonb30BaTens yCneLwHo N3MeHEH,

PucyHok 9

9. Haxmute OK aona 3asepweHuns.
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EAuHbIN KNneHT JaCarta PykoBoacTBO Nonb3osaTens 1.2

5. Onepauyum c 06 beKTaMn B NAMATU
3NEeKTPOHHbIX Ko4yeun

Onepaummn ¢ 06bEKTAaMM B NAMATU IIEKTPOHHbIX K/HOYEN PEKOMEHAYETCA BbINONHATL MO YKa3aHUIo
agMUHKCTpaTopa.

% B HacToAwem SOKYMeHTe onepaLmmn ¢ 06beKTammu onmncaHbl Ha Npumepe cepTUdMKaToB B NpuaoxKeHun PKI.

5.1. OTobpaxeHne CNNCKa 06 bEKTOB

Y106bI NPOCMOTPETH CMMCOK O6BEKTOB, BbINOIHUTE CAeAyoLMe AeNCTBUS:

1. TloacoeAnHWTE 3NEKTPOHHbIM KAKOY K KOMMNblOTEPY U 3anycTuTe EanHbIA KnneHT JaCarta.

2. Ecnv K KomnbloTepy NOACOEANHEHO HECKOJIbKO 3/IEKTPOHHbIX K/AtOYel, B N1€BOM YacTu nHTepdeiica
EanHoro KnveHTa JaCarta BbibepuTe HYKHbIA.

3. Ecnv eanHbiit KnmeHT JaCarta paboTaeT B pexknme Nosib3oBaTeNn, NEPEKIIOUNTECH B PEXUM
aAMUHUCTpaTOpa.

4. B UeHTpaNbHOM YaCTM OKHa BblbepuTe BKNAAKY NPUNOKEHNA, 06BEKTbI KOTOPOFO Bbl XOTUTE
oTo6pasuTb. B okHe EanHoro KaveHTa JaCarta oTo6pasmTcs cNMCOK 06LeA0CTynHbIX 06BEKTOB B
NamATU 3IEKTPOHHOTO K/toYa (cm. puc. 9).

OKHO cO CNUCKOM 06LLeA0CTYNHbIX 06BEKTOB B nosae Kntoun n ceptnudurKartsl

& Eauneii knuent JaCarta - O X
EavHbIn KNnneHT JaCarta AnaA: aus)
JaCarta
JaCarta HLV/VIHqSopI;,;auun:) Toxe;e 7/ ra \ Sect;fl:ogor; ‘

Onepaunu C NPUAOXKEHNEM

%}'cwncsmb PIN-kog mCMEHHTb PIN-koa E:‘ Cosgate 3anpoc Ha

NoNb30BaTENA... 3AMWHUCTPATOPA... ' cepTMdUKaT...

l;:G: = : AXEWIRE Q WHuunanusnpoears...

KAaloun 1 cepTudukatsl O
;. dc-WIN-CQVCDERK915-CA 0.86 Ké
S Test 1.3K6

Hacrpoiiku B cnucke omobpaxaromea moaeko obujedocmynHeie 06bexkmei. Bsectn PIN-KoA

Jna npocmompa ecex 06bekmoe uu pedakmupoeaHus codepxuMozo

MepeknioynUTLECA B PEXNM Heobxodumo eeecmu PIN-kod nons30eamens.
0ONb30BaTeNnsa

PucyHok 10
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EAuHbIN KNneHT JaCarta PykoBoacTBO Nonb3osaTens 1.2

5. Y106bl 0TO6Pa3UTL NOHLIN CMNUCOK OOBEKTOB B NAMATN 3/IEKTPOHHOTO K/IHO4A, HAaXKMUTE KHOMKY

s H ) s OTobpasuTea cnegytolee okHo (cm. puc. 10).
OkHo BBOAa PIN-Kopa nosb3oBaTena

& pKi X

Beeaute PIN-kog nonssoeatena

| me

PucyHok 11

6. Begute PIN-KOA nonb3oBaTens B COOTBETCTBYHOLLEE MOJIe, Noc/e Yero Haxxmute OK.
B okHe EguHoro knneHTa JaCarta oTob6pasmnTca NOMHbIN CNUCOK 06bEKTOB BbIGPaHHOIO NPUIOKEHUA

(cm. puc. 11).
OKHO C NOJ/IHbIM CIUCKOM 06bEKTOB
& Egunbii knuent JaCarta — O X
EAQnHbIM KNneHT JaCarta Ananf )™
JaCarta
JaCarta ViHpopmauua o Tokewe / PKI '\ SecurLogon

Onepa UMK C NpUAOXKEHNEM

%}'CTEHOBHT!:NN'KOQ %CMEHMTbNN‘KO =L Co3aats 33npoc Ha
NoNb30B3TENA... 3AMUHUCTPATOPA... ‘cegmggnkat..

sep Pasi \p0oBaTh P
I_i; R NTE Q WHnumnanusmposars...

Kntoum 1 cepTuuKaThl EES]

Y {f1bddb08-2ba0-4775-bfa8-9c360b78f475}
B rest 13K6
ﬁ 3aKPLITHIN KAKOY -
= dc-WIN-CQVCD6ERKS15-CA 0.86 K6

¢ Hacrpoiiku

MepeknoYnTbCa B PEXUM
) NONB30BaTENA

PucyHok 12
5.2. IMnopT 06bEKTOB
Y106bI UMNOPTMPOBATbL OBBEKT B MPUNOKEHWNE, BbINONHUTE Cleaylolme AehCTBUA:
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.2

1. BbinonHuTe geicTeus us nogpasgena 5.1. OTobpakeHne cnncka o6 beKTOB.

BbINO/HWUTE OA4HO U3 CeayoWwmnx AeUCTBUIA:
Ha*KMUTE NPaBO KHOMKOW MbilwK B cekumn Kntoum u ceptuduKaTtbl M B KOHTEKCTHOM MEHIO BbibepuTe
Umnopr;

N

HaXXMWUTE Ha 3HauKe E OT06pasuTca cnegytolee okHo (cm. puc. 12).
OKHO MMMOopT cepTudUKaTa

& Vmnopr ceprudmkata nam konTeiiHepa p12/pfx X

MyTb K $painy MMNOPTMPYEMBbIX AAHHBIX

| »

33UWMILLAHOLWMA 33KPLITEIW KAHOY

| |

PucyHok 13
3.  BbInonHuTe HeobxoaMMmble AeCTBMA B COOTBETCTBMW C Tabanuei 9.
Hactpoiika OnucaHue
NyTb K daiiny
nMmnopTMpyemoro Bocnonbayitech KHOMKoM 0630p..., 4TObbI yKas3aTb NyTb K UMNOPTUPYEMOMY cepTUdUKATY.
ceptudukara
Besegute naponb, Mone cTaHOBUTCA aKTUBHbIM, €CNIM UMNOPTUPYEMbIN CePTUGUKAT COAEPKUT 3aLLMLLEHHDBIN Napoiem
33 MLLAIOWMIA 3aKPbITbIN 33KPbITbI KAtO.

®NaKoK CTAaHOBUTCA aKTUBHbBIM, €C/IM UMMOPTUPYEMbII CEPTUDUKAT COAEPIKMUT LLeNoYKy cepTUdUKaTOB
3arpysuTtb BCIO LLeNOYKY 60/1ee BbICOKOrO YPOBHA. YCTaHOBUTE 3TOT G/IaXKOK, €C/IM XOTUTE 3arpy3unTb BCHO LIEMOUKY
cepTudUKaToB.

YcTaHOBUTE GNAKOK, ECAIM XOTUTE BPYYHYIO 334aTb MMA KOHTEMHEpPa, B KOTOPbIV ByAeT UMNopTUpOBaH

3apaTb MMA KOHTEWHepa M
cepTuduKaT. B NpOTUBHOM Cayyae MMs KOHTelHepa byaeT creHepupoBaH aBTOMaTUYECKM.

Tabnauya 10

4. Haxmute Umnopr. Mpu ycrnewHom 3aBepLieHnn onepaummn otobpasmntca cneayiollee oKHo
(cm. puc. 13).
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EAuHbIN KNneHT JaCarta PykoBoacTBO Nonb3osaTens 1.2

CoobuieHune 06 ycrnewHomM nmnopTe cepTUduKarta

& Yenewno X

@ MIMNopT NpOW2BeAeH YCnewHo.

PucyHok 14
5. Haxmute OK.
MmnopTrpoBaHHble 06BEKTbI 0TOBpasATca B cekunn Kntoum u ceptudmkarol (cm. puc. 14).
OKHO C 0T06pa)KEHMEM MMNOPTUPOBAHHbIX obbeKToB
& Egunwii knuent JaCarta - O X
EQnHbIM KNneHT JaCarta MaA1 aui)™
JaCarta
JaCarta MHdopmauuna o TokeHe / Pkl SecurLogon
Onepaunm c NpUAoXeHnem

E Ycranoeuts PIN-kog %CMEHMTE PIN-ko = £0343Tb 33NpOC Ha
NONb30BA3TENA... 3AMUHUCTPATOPa... GCEQTMQHKET...

ua' pas ot Q Wnnumannsnposars...

Knroun v cepTumkatsl EES;

o {f1bddb08-2ba0-4775-bfa8-9c360b78f475}
E. Test 1.3K6
ﬁ 3AKPBITEIA KAKOY -

dc-WIN-CQVCDBRK915-CA 0.86 K6
Test {1.3K6
Hacrpoikn
népEKJHO‘-lMTbCQ B pEXum
ONb30BaTens
PucyHok 15

5.3. JKCNopT 06 bEKTOoB

Y106bI 3KCNOPTHUPOBATb 06BbEKT 3 NpuUNoXKeHuUA, BbINONHUTE caieayoune ,D,EVICTBMHI

1. BbinosHuTe AelicTBuA M3 nogpasgena 5.1. OtobparkeHne cnucka 06BbEKTOB.
2.  BbINnonHMTE 04HO U3 cAeayowmx AeUCTBUI:
® Ha)XKMMUTe NPaBON KHOMKOM MbILM HAa O6BbEKTE, KOTOPbIN Bbl XOTUTE 3KCMNOPTUPOBATL U Bbibepute

3Kcnopr;
3
e BblbepuTe 06BEKT AN1A IKCNOPTA, NOC/E YEro HaXXMUTE Ha 3Hauke L.

© 2015, "AnapauH P.A." Crp. 18



EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.2

OTob6pasunTca cnegytouiee okHo (cm. puc. 15).

OKHO 3KcnopT cepTudMKaTa

& 3xcnopt ceprudmkara X

YKaxuTe NyTb U MMA $paiina Ana coxpaHeHUa o6bekTa

==

@ B ¢aiin L

PucyHok 16

3. Bocnosb3oBaBLIMCb KHOMKOW-NepektoUYaTesieM, Bbibepute, Kyaa Bbl XOTUTE 3KCMOPTUPOBATL
cepTUdMKar:
e B ¢aitn — B 3TOM Clyyae BOCNONb3yHUTECh KHOMKOW 0630p, 4TOObI yKa3aTb NyTb COXPAaHEHMUA
3KCMopTUpyemoro ceptudukara;
e B xpaHunuwe — ceptTnuduKaT byaeT SKCNOPTUPOBAH B IMYHOE XPaHUANULLE CePTUPUKATOB Ha
KOMMblOTEpE (NepexoamTe K caeaytolemMy Lary npoueaypbl).

4. HaxmuTte IKcnopTt. B c/iyyae ycnewHoro 3aBepLieHma onepaumm otobpasmntca COoTBeTCTBYOLLEE
coobuieHue (cm. puc. 16).
CoobueHune 06 ycnewHom aKkcnopTe cepTudmkaTa

& Yenewno X

CepTU@MKAT YCRELWHO COXPaHeH B Gann:
C:\Users\Public\certificatel.cer

PucyHok 17
5. Haxmute OK gna 3asepieHma npoueaypsbl.
5.4. YaoaneHune o6beKToB
YT106bl yAaNUTL 06BEKT, BbINONHUTE CleayoLlme AeNcTBuUA:
1. BbinonHuTe aeicteua us nogpasgena 5.1. OtobpaxkeHue cnucka o6 bEKTOB.
2.  BbINONHWUTE OAHO M3 CAeAyOWMX AeNCTBUI:
e HaxXmuTe NpaBoi KHONKOM MbIlM Ha OBBbEKTE, KOTOPbIV XOTUTE YAaAWTb, U BbiIbepute YAanuUTb;
e BbibepuTe 06BEKT, KOTOPLIM XOTUTE YAANUTb, MOCNE YETO HAXKMUTE Ha 3HaUKe K.
OTob6pa3unTca cneaytollee okHo (cm. puc. 17).
OKHO ypaneHua ob6bekToB
g.@ Yaanenune o6bekToB X
@ Bbl AEWCTBUTENLHO XOTUTE YAANWUTL BblAeNeHHbIE 0ObEeKThI?
s
PucyHok 18
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EAuHbIN KNneHT JaCarta PykoBoacTso nonb3osatena

3. Haxmwute [a ana noarsepaeHuA.

5.5. OTo6parkeHne nHpopmaumm ob obbeKTe

4710661 NPOCMOTPETL MHPOPMaLUIO 06 06BEKTE, BBINOAHUTE Caeaytolme AeCTBUSA:

1. BbinonHuTe gencTeus us noapasgena «5.1. OTobparkeHue cnMcka 06 bEKTOBY.

2.  BbINOMHWUTE 0AHO U3 CAeAyOWMX AeNCTBUI:

® HaXXMUTe NPaBoOi KHONKOMN MbIWwK Ha 06bekTe, MHOOPMALMIO O KOTOPOM XOTUTE MPOCMOTPETL, U
BblbepuTe NMpocmoTp;

1.2

e BblbepuTe 06BHEKT, MHPOPMALMIO O KOTOPOM XOTUTE MPOCMOTPETbL, NOC/IE YETO HAXKMUTE HA 3HAYKE # .

OTob6pa3unTca OKHO, coaepKaliee ceeaeHns o6 obbekTe (cm. puc. 18).

OKHO cBOMCTB cepTUdMKaTa

. Ceptndukar X
Obuwe CoCTas MyTb cepTUOMKAELIM
MokasaTb: | <Bce> v
Mone 3HaueHue a8
[ |Bepans v3
DCepMﬁHblﬁ HoMEp 7500000005 127250 b265...
[*| AnropuTM NOANMCH shalRSA
L_| X3W-anropuTM NOANMCH shal
[=lvznatens dc-WIN-CQVCDSRKS15-CA, d...
}j [eicTBuTENeH C 12 Hosbpsa 2015, 16:11:27
]#_| [eicTenTeneH no 11Hosbpa 2016 . 16:11:27
I'_'lf-\[ﬁ'kﬂi(“? Tect lleere dr lncal A
CeoicTea... KonvposaTb B dain...

5.6. MoBTOpHaA NHUUMANN3auna AaT4HMKa
cnyyvanHbix yncen (npunoxeHue MOCT)

[aHHylo npoueaypy pekoMmeHayeTca NpoM3BOANTbL HE Pexe, Yem pas B Tpu roaa (36 mecaues).

Y7106bI MOBTOPHO MHULMAAN3MPOBATbL AATUMK CYHANHbIX YMCES, BbINOIHUTE Ceaytowme AeicTBnA:

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.2

1. NopacoeauHUTE 31EKTPOHHBIN K/OY K KOMMbOTEPY, 3anycTuTe EgnHbIN KAneHT JaCarta u nepenguTte B
peXxum agmuHucTpaTopa.

2. Bbibepute Bknaaky NOCT.

3.  Haxmute UHnumanusmposatb A,CY. OTobpasuTca ciegytoliee okHo (cm. puc. 19).

OkHo BBoaa PIN-koga nonb3oBartens

& Vnnumanuzauma ACH X

na BEINOAHEHNA MHULMANN33LNI AaTYMKa Cny4aiiHbix Yncen seeauTte PIN-kog
NONb30BATENS W HAKMWUTE KHONKY "Boinoaxuts”.

BeinonHexune onepaynn 3alIMET OKONO TPEX MUHYT

PIN-kog nonesoeatena

PucyHok 20

4. Beeagute PIN-Kog nonb3oBaTensa v Haxkmute BbinonHUTb. Mpouecc 3aMMET HeKoTopoe BpemMs
(cm. puc. 20).
Mpouecc MHULMANN3aLMM JaTYNKA CAYHaWHbIX Ynucen

» BrinonHaerca nHuumanwsauma JCH. A aure...

PucyHok 21

Mpwu ycnewHom 3aBepLlueHMM 0TOBPa3nUTCA cneaytolee oKHO (Ccm. puc. 21).

CoobleHne 06 ycrnewHon nHMumManm3aumm gaTinka caydyanHbix yncen

@0 Wanynanuzauymus Aatumnka Cyyaiinbix Yucen X

@ WMunumnannsauymna 4aT4nka cny4aiHbiX YNCEN BbINOAHEHE YCNELLHO

PucyHok 22

5. Haxmute OK, uTo6bl 3aBEpWINTL NpoLEaypY.

5.7. ANarHoCTUKa 3N1eKTPOHHOr0 Ko4a
(npunoenune FOCT)

lCl,l/IaI'HOCTMKa BbIMONHAETCA B Cy4Yae BblABNEHUA KaKkux-nmbo HeMCI'IpaBHOCTEI‘;I B pa60Te npunoXxXeHna
(rocT).

[na ANarHoCTUKKM NPUNONKEHUA BbINOIHUTE Cleaytolime 4elCTBUA:

1. MNopcoeanHUTE 3NEKTPOHHbIN K/OY K KOMMbtoTepy, 3anyctute EamHbIi KaneHT JaCarta
nepekNYnUTECH B PEXUM agMUHUCTPATOPa.

2. MNepengute Ha BKAagKy MOCT.

3.  HaxmuTe AnarHocTuKa. Mpouecc 3aiMET HeKoTopoe Bpems (cm. puc. 22).
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EAuHbIN KNneHT JaCarta

PykoBogacTBO Nnonb3oBartens

Mpouecc BbINOAHEHNA AMATHOCTUKN

.+ BrINonHAETCA AMarHocTUEE. A ANTE...

Mpu ycnewHom 3aBepLieHnn oTobpasunTtca cieaytouiee okHo (cm. puc. 23).

COO6LLI,€HME 06 ycnewHom 3aBeplieHnn anarHoCTnku

90 [OuarHocTuka

@ Anarnoctuka npunoxenuna FOCT sasepiueHa ycnewHo

4.  Haxmute OK ana 3aseplueHuna npoueaypsl.
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.2

6. PazbnokmposKa PIN-Koga nonb3oBaTtens
(B NpUCYTCTBMN 3AMUHUCTPATOPA)

Ecnv nonb3osaTens npeBbICUA MaKCMMaibHOE AOMYCTUMOE HYUC/I0 NOC/eA0BaTe/IbHbIX HEBEPHbIX NOMbITOK
BeBoAa PIN-koaa nonb3osaTens, To PIN-kog nonb3osatens 6n1okupyetca. Mpoueaypa pazbaokuposku PIN-
Ko nonb3oBaTensa pasM4aeTca B 3aBUCUMOCTHU OT NPUNONKEHNA, YCTAHOBIEHHOMO B MaMATb
3NEKTPOHHOrO KAtoYa:

e PKI u PKI/BIO — nocne pa3bnoKMpoBKM agMUHUCTPATOP SONKEH YCTAaHOBUTb HOBbIM PIN-Ko4
nosab3osarens.

e [OCT 1 STORAGE — pa3bnoKnpoBKa 0bHyAET CYETUYMK HEBEPHBIX NOMbITOK A0CTyNa, 3HayeHue PIN-Koaa
No/ab30BaTeNA OCTAETCA NPEXHUM.

6.1. Mpunoxenua PKI n PKI/BIO

Y106kl pa3bnokunposatb PIN-Koa Nosib30BaTe s, BbINOAHUTE Cleaylolime AeNCTBUA:

5. [loAacoeanHWUTe 3N1EeKTPOHHBIN K/tod, Ha KoTopom Heobxoaumo pasbioknposatb PIN-kog,
nosib3oBaTena, K KOMNbLOTEPY.

6. 3anyctute EguHbIi kKAneHT JaCarta n nepengute B peXMm agMuUHUCTPaTopa.

7. B nesoi naHenu EguHoro kaneHTa JaCarta BbibepuTe HyXKHbIN 3NEKTPOHHbIN KAHOY U B LEHTPA/IbHOM
YacTu B 3aBUCMMOCTU OT YCTAHOBNEHHOIO B MAMATU 3/IEKTPOHHOTO K/H04A NPUIONKEHUA OKHA
Bbl6epuTte BKknagky PKI nnm PKI/BIO.

8.  Ecnn PIN-Kog nonb3osatens 3ab610KMpoBaH, byaeT oTobparkatbeca 3Ha4oK Pa3énokuposatb PIN-Koa
nonb3oBaTtensa (cm. puc. 24).

3HauokK pasbnoknposatb PIN-koa nosb3osaTena

& Egunbii knuent JaCarta — O X
EonHbIA KnneHT JaCarta AnaA1 aur)™
JaCarta
VIHpOpMaUuA 0 TOKeHe PKI SecurLogon

Pas36nokupoeats PIN-
) Wnnunanusuposats...

= Co3a3Tb 33NpOCH
3AMWHWUCTPATOP3... .CEQTHQHKBTH.

PucyHok 25

9. Haxmute Pasbnokunposatb PIN-Kog nonb3oBatens. OTobpasunTca cnegytoliee okHo (cm. puc. 25).

10. Mpwurnacute agMMHUCTPATOPA K KOMMbLOTEPY.

11. B none Tekywmii PIN-Kog agMUHUCTPATOPa aAMUHUCTPATOP AOJIKEH BBECTU TeKywmii PIN-Kkog,
aAMUHUCTPpaTopa.

12. B nonsax Hosblii PIN-Kog, nonb3oeartens v Noarsep:kaeHue PIN-Koga BBeanTe HoBbIM PIN-KopA,
nosb30BaTeNa U NOATBEPXKAEHNE COOTBETCTBEHHO, MOC/1e Yero HaXxMuTe BbInONAHUTD.

13. Mpwu ycnewHol pa3baoKkMpoBKe 1 HazHauYeHUn HoBoro PIN-Koza nosib3oBaTtens oTobpasuTtes
cooTBeTCTBYlolLee cooblieHne (cM. puc. 26) — HaxkmuTe OK, UTo6bl 3aKpbITh €ro.
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.2

OKHO pasbnokuposku PIN-Koza nonb3osaTens

q.o Paz6nokupoeka PIN-koaa nonssosatens ¥
Texywmit PIN-koa agMuHucTpatopa
Hoebi PIN-koa none3osatens
MoareepxkaeHue koga

| |

& Hoebi PIN-koa He 33aaH

|
e

PucyHok 26
COOGLIJ,EHME 06 ycnewHOM BbINOJIHEHUUK onepaunn
& Yenewno X
Paz6nokupoeka npowuna ycnewro. Cuyérunk owmbok eoaa PIN-koaa nonssosarens
0BHyNEH
PucyHok 27

6.2. NpunoxeHna FOCT n STORAGE

Y106b1 pazbnokuposats PIN-Ko4 No/ib30BaTeNA, BbINOMHUTE Cieaylolme AedCTBUA:

1. NopacoeanHUTE 3N1EKTPOHHDIM K/tOY, HA KOTOPOM Heobxoaumo pasbnokmposatb PIN-kog,
nosib3oBaTenA, K KOMMNbLOTEpY.

2. 3anyctute EguHbin KnneHT JaCarta u nepenguTe B peXXMm agmMuUHUCTPaTopa.

3. B neBoi naHenn EanHoro knmeHta JaCarta BbibepuTe HYXKHbIN 3NEKTPOHHbIN KAOY U B LEHTPAIbHOM
4yacTu B 3aBUCMMOCTM OT YCTAHOB/IEHHOTO B MAaMATU 3/IEKTPOHHOTIO K/04a NPUNOKEHNA OKHA
BbibepuTe BKAaaKy FOCT nav STORAGE.

Ecnu PIN-Kog nonb3oBaTens 3ab1o0KMpoBaH, byaet oTobpakaTbea 3Ha4oK Pasbaokuposatb PIN-Kop,
nonb3osartensa (cm. puc. 27).
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EAuHbIN KNneHT JaCarta

PykoBogacTBO Nnonb3oBartens

3HauyoK pasbioknposku PIN-Koga nonb3oBaTens

Equuuiit kment JaCarta

EauvHbit KnneHT JaCarta

PKITOCT
MHGopMaLna o TOKEHE | PKI ‘ rocTt

Onepauri € NPUNOXKEHUEM

oy n{ CraeHuTs PIN-Kkog
® AAMUHWCTPATOPA. .

PazBnoknpoeate PIN-

Q WMuuynanuinposark...

1.2

PucyHok 28

4. Haxmute Pa3bnokupoBatb PIN-Kopg nonb3osartena. OtobpasuTca caeayloliee okHo (cm. puc. 28).
OKHO pasbioknposku PIN-Koza nonb3oBaTens

Pazbnoknposka PIN-koaa nons30EaTens d |

Terywmi PIN-kog agmuHncTpaTepa

&

PIM-kog He MoXET BbITe MycTBIM.

ELINOAHWTE 3aKpLITh

5. lpurnacvte agMMHUCTPATOPA K KOMMbIOTEPY.
6. B none Tekywuit PIN-Koa agMuUHUCTpaTOpPa agMUHUCTPATOP A0/IKEH BBECTU TeKylwmit PIN-Koa,
A4MUWHUCTPATOPA, NOC/IE YErO HaXKaTb BbINONHUTD.

PucyHok 29

Mpu pasbnokuposke PIN-koga nonb3osaTtens cbpacbiBaeTcs CHETYMK HEBEPHbBIX MOMNbITOK BBoAa PIN-Koaa
nosb3oBaTena, Npu 3Tom camo 3HavyeHune PIN-Koaa nonb3oBaTena oCTaéTcA HEM3MEHHbIM.

7.  Npwu ycnewHoi pasbnokunposke PIN-Koga nosb3osaTtensa 0To6PasmTCAa COOTBETCTBYIOLEE coobLLeHne

(cm. puc. 29), HaxkmuTe OK, uTO6bI 3aKPbITL €rOo.

© 2015, "Anapgamu PO
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x

@ Onepauma BEINCAHEHS YCMELIHO.
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.2

7. Pa3zbnoknposKa PIN-Koga nonb3oBaTtens
(B yAANEHHOM peXunme)

Pasbnokmposka PIN-Koaa nosb3oBaTens B yAaNEHHOM peXUme A0CTYNHA TONIbKO ANA 9NEKTPOHHbIX
K/toueit ¢ npunoxkenusamm PKI u PKI/BIO.

@ [na BO3MOXKHOCTM Pa3bIOKMPOBKM 31EKTPOHHOTO K/HoYa B YAANEHHOM PeXXMMe HeobXoaMMO:

e Heobxogumo, 4To6bl B OpraHmn3aumm 6bina ycTaHOBAEHA CMCTEMA YYETA U YNPABAEHNA annapaTHbIX
cpeacTB ayTeHTUOUKALMK; B HACTOALLEM AOKYMEHTE Ana npumepa byaeT MCNonb30BaTbCA cCUCTEMA
JaCarta Management System;

®  HeobXxoAMMO, UTODObI 3INEKTPOHHDIN KoY, NoAeKalmnii pa3baoKMpoBaHUIO 6bla 3aperncTPUpPoBaH B
cucTeme y4yéTta M ynpaBieHuna annapaTHbIX CPeacTB ayTeHTUOMKALUKN A0 MOMEHTa ero 610KMPOBKMY;

® ec/I1 UCNOJb3YHOTCA 3/1eKTPOHHbIe Katouun eToken n JaCarta PKI c dyHKumeit obpaTHOM COBMECTUMOCTU C
NPoAYKTamMM KoMNaHUM AnagamH, Heob6xoaMmo, YTobbl OHM BbIIM MHULMANIM3UPOBAHLI C 334aHHbBIM

PIN-kogom agMMHUCTPATOPA3;

® ec/I1 UCNOJb3YHOTCA 3/IeKTPOHHbIE Katoum JaCarta, Heobxoammo, 4Tobbl B KavecTse PIN-kKoaa
agMUHUCTPATOpPa NPU MHUUMANMU3aumMm 6bin 3aaaH Kaod 3DES.

Y106bI pazbnokmposaTb PIN-Kog nonb3oBaTens B yAaNEHHOM PeEXMME, BbINMOJHUTE Cneayowme 4eAcTBUsA:

1. MNoaKntouMTe 3NEKTPOHHDBIN KAoY € 3a610KMpoBaHHbIM PIN-KOAOM NONb30BaTENA K KOMNbIOTEPY U
3anyctute EamHbiii kKnneHT JaCarta.
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EAuHbIN KNneHT JaCarta PykoBoacTBO Nonb3osaTens 1.2

OKHo EguHoro knneHTa JaCarta Ha aKpaHe nonb3osaTens 6yaer BbIrNAAETb Caeayowmm obpasom
(cm. pwmc. 30).

OKHo ¢ 3a6710kMpoBaHHbIM PIN-KOAOM NONb30BaTENA B PEXMME NOIb30BATENSA

=loix|
EavHbIA KNneHT JaCarta m: m)»

MNMonbsosartenn JMS

Monesosarens JMS
HasgaHune JaCarta PKI

Mpunoxenna  PKI - 3aono'v<1v|poaano Pa36.10kNpoBaTh
BesonacHeil docmyn K pecypean

Homep mogenn JC200
Hazosume 3mom Homep npu 0BPAWEHUL 8 MeXHUYECKYH) NOOOEPXKY.

¢ Hacrpoiikn

() NepexnouuTsea 6 pesxum
3AMUHUCTPMPOBAHNA

PucyHok 31
2. HaxmuTe [;=E15 2000 1e): 0 -, Ha aKkpaHe oTobpasuTtca cneayouee okHo (cm. puc.31).
OKHo 3agaHua Hosoro PIN-koaa nonb3oBatena
Pasbnokupoeka PIN-kofa nonbsoBaTens 2=
Texymin PIN-kog agmusmcTpatopa
Hogeir PIN-koa nons3oeatenn
MoareepaeHne PIN-koga
PIM-kog He MoXET BbITe MycTBIM.
PucyHok 32

3. B nonax Hosbiit PIN-Koa nonb3oBatena u MoareepkaeHune PIN-koga BBegute HoBOe 3Ha4yeHue PIN-
KoZa MONb30BaTeNA U NOATBEPKAEHME COOTBETCTBEHHO, NMOC/IE YEro Ha*kKmuTe BbinoHUTbL. Ha akpaHe
0TOBPa3UTCA cnepytroLee OKHo (cm. puc. 32).
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EAuHbIN KNneHT JaCarta

PykoBogacTBO Nnonb3oBartens

OkHo 3anpoc/oTeeT

Beegure oTeET gnA:

MNonezceatent JIMS

3anpoc ‘ EF219CB4C01D7594 ‘

Oteer ‘ ‘

OK OTmena

Ocranoce nonemok: 7

1.2

PucyHok 33

4.  CBAXMTECb C aAMUHUCTPATOPOM MO TenedoHy U NPOAUKTYHTE eMy OTODpaXKatoLWMNCs KoL 3anpoca.

v

AAMWHUCTPATOP A0/KEH NPOAMKTOBATL Bam KOA OTBETA.

6. BBeauTe Ko oTBeTa B COOTBETCTBYHOLEM NoJie (M. puc. 33) M NnoaTBepAUTE BBOA, Ha*KaTUEM KHOMKK

OK.

OKHO 3aI'IpOC/0TBET C BBeJeHHbIM KOOOM OTBETA

Beegure oTeET gnA:

MNonezceatent JIMS
3anpoc ‘ EF219CB4C01D7594 ‘
Oteer ‘ 1471781C583442EQ ‘

Octanoce noneimok: 7

PucyHok 34

Ecnv Kog oteeTa 6bin BBEAEH BEPHO, Ha IKpaHe No/b30oBaTens oTobpasunTca cneaytouiee cooblieHne

(cm. pumc. 34).
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EAuHbIN KNneHT JaCarta

PykoBoacTBO Nonb3osaTens

CoKpalleHnAa n abbpesunaTtypbl

rocr
PIN
PKI

uUsB

© 2015, "Anapgamu PO

FocynapcTBEHHBbIN cTaHAapT
(Personal Identification Number) nMuyHbI ono3HaBaTeNbHbI HOMEP
(Public Key Infrastructure) nHdpacTpyKTypa OTKPbITbIX KAtouYein

(Universal Serial Bus) yHuBepcanbHas nocnegosatensHas WwWyHa

1.2
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.2

KOHTaKTbI, TEXHMYECKaA noaaepHKa

Odwuc (obLime Bonpochbl)
Appec: 129226, MockBa, ya. JOKyKuHa, 4. 16, ctp. 1, Komnaxuua "Anagaud P.A."
TenedoHbl: +7 (495) 223-00-01 (MHOroKaHanbHbINM), +7 (495) 988-46-40
®dakc: +7 (495) 646-08-82
E-mail: aladdin@aladdin-rd.ru (o6wmit)

Web: www.aladdin-rd.ru

Bpemsa paboTbl: exxegHesHo ¢ 10:00 go 19:00, Kpome BbIXOAHbIX M NPA3AHUYHbIX AHEN.

TexnogoaepHka
Cnyxba TexnoaepKm NPUHMMAET 3anpochl TO/IbKO B NTMCbMeHHOM Buae Yepes Web-caliT:

www.aladdin-rd.ru/support/index.php

[na onepaTUBHOro peleHns Bale Npobaembl yKaxKMTe UCNoab3yemblii Bamu npoaykKT, ero
BEPCMIO, NOAPOBHO OMNULLUTE YCIOBUA U CLLEHAPUMN NPUMEHEHUA, MO BO3MOXHOCTH, CHabauTe
CoO0bLLeHME CHUMKAMM 3KpaHa, NPUMepPamMm MCXOLHOrOo Koaa.
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EAuHbIN KNneHT JaCarta PykoBoacTBO Nonb3osaTens

Pernctpaymna naMmeHeHun

1.2

Bepcua U3meHeHusA
1.2 BHeceHbl M3meHeHuA B pasgensl 1, 2, 3, 5.
1.0 Co30aHue 0oKymeHma
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.2

[lpegMeTHbIN YKa3aTenb

Onepauuy c o6bekTamMu B NaMATU 3NEKTPOHHbIX

P Kntoven, 17
OCHOBHOE OKHO M0/1b30BaTe/IbCKOr0 UHTEpdENiCa,
PIN, 32 7

PIN-kKoa agmuHucTpatopa, 4
PIN-kog nonb3osaTtens, 4
PIN-koa nonb3osatensa no ymoayaHuto, 5 n

PKI, 32 .
MonHbIN cNUcoK 06beKTos, 18

Monb3oBaTens, 4
V) MpunoxeHwue, 4

USB, 32 Mposepatb 06HOBAEHMSA, 9

P

Pas6nokuposatb PIN-koz, 24
Pasbnokuposka PIN-koga nonb3osatens, 27
Pexxum agmunHuctpaTopa, 4

A

AamuHuctparop, 4

r Pexkum nonb3oBatens, 4
[OCT, 32

C
ﬂ, CnuncoK obbveKkTos, 17
[aTumK cnyyaliHbix uncen, 22

T
" Tekywmit PIN-kog nonb3oBatens, 11
MmnopTupoBaTb 06BEKT B NpUNoKeHue, 18
MHuunanusauma, 4 y

Ypanutb 06bekT, 21
M
MeHto 6bicTporo 3anycka, 6 )

MeTKa 3/1eKTpOHHOro Kato4a, 8
IKCNOpPTUPOBATL OOBEKT U3 NpunoxeHus, 20

(o)

OKHo 3anpoc/oTBeT, 28
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